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1 Introduction

Speculative execution avoids pipeline stalls by predicting
intermediate results and by speculatively executing instruc-
tions based on such predictions. When a prediction is in-
correct, the processor squashes the speculative instructions,
thereby rolling back their effect on the architectural state.
Speculative instructions, however, leave footprints in mi-
croarchitectural components (e.g., caches) that persist even
after speculative execution terminates. Modern processors
have different speculation mechanisms (branch predictors,
memory disambiguators, etc.) that are used to speculate over
different kinds of instructions: conditional branching [10],
indirect jumps [10, 13], store and load operations [8], and
return instructions [11]. As shown by Spectre [10], attack-
ers can exploit the side effect of these instructions to leak
information about speculatively accessed data.

Countermeasures against speculative leaks are typically
developed as secure compiler passes. These passes have one
concrete attacker model in mind, that is, an attacker that
observes certain specific events during the execution of the
program e.g., memory effects via store and load observations.
Thus, a secure compiler is secure w.r.t a concrete attacker.
For example, the SLH countermeasure [3] is used against
SPECTRE V1; there, the attacker is able to observe speculative
execution of branch instructions.

However, three concerns arise in this setting. First, when
the developer of the secure compiler pass does not consider
other kinds of speculation (or, different attackers observing
different kinds of speculation) new speculative leaks arise,
as in the case of the work of Daniel et al. [4]. Second, new
sources of speculation are still discovered to this day [2, 13],
so we need to make sure that countermeasures have no
speculative leaks even with respect to new attacks. Third,
some secure compiler passes turn out to be secure even with
regards to a stronger attacker, namely one that is observing
more speculative leaks.

In this paper, we want to identify when compilers can
be secure even for stronger attackers and we devise a for-
mal framework for establishing exactly the kind of well-
formedness conditions that lead to these kind of security
guarantees.

The rest of the paper is structured as follows. First, we de-
vise a way to combine different attacker models into stronger
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ones (Section 1.1). Second, we define the necessary condi-
tions to lift our secure compiler pass from being secure
against the weaker attacker to being secure against the
stronger attacker (Section 1.2) and show that in certain cases
(relevant to Spectre countermeasures) we can derive the well-
formedness conditions for free using a syntactic argument
(Section 1.3). Lastly, we discuss whether existing Spectre
countermeasures satisfy these conditions (Section 1.4).

We focus on countermeasures against Spectre attacks,
though we think our definitions scale to a more general
setting too, but we leave this investigation to future work.

1.1 General Definitions and Combined Attacker

We use pAsm, an assembly-like language [7] for the defi-
nition of our semantics and define the attacker using the
contract framework of Guarnieri et al. [6]. Contracts are
defined as the combination of an observer and an execution
mode. The observer governs what information a contract
exposes and is defined via labels on the semantics. The exe-
cution mode characterizes which paths of the program need
to be explored. We fix the observer to be the constant-time
attacker [1, 12] and define the execution mode using our
semantics, capturing different sources of speculation. We
write /7, to indicate the attacker with execution mode for
Spectre variant x and the fixed constant-time observer.

Now, a stronger attacker can observe more speculative
leaks than a weaker one. We use the framework proposed by
Fabian et al. [5], which combines speculative semantics /7
and /7, into a new combined speculative semantics /7,
allowing for speculation of both source semantics at the
same time, as new execution modes for our contracts. Thus,
the attacker /)., is stronger than the attacker /7, and /7.

Compilers [-] compile from pAsMm to pAsm. We write [-],,
to mean that the compiler inserts a countermeasure against
semantics /7. We call a program speculative safe for variant
x, written Fx p : SS, iff there are no speculative leaks under
the /7, attacker and a compiler is speculative safe written
FLx [-1, : SS, iff it does not leak under variant x, i.e., iff
Vp,+x [p] : SS.

1.2 Well-Formed Translator

We say that a compiler for variant y is a well-formed transla-
tor for variant x if the compiler does not add leakage under
either x or y. Intuitively, a compiler attains this property,
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when it is already preventing leaks under y (dubbed Security
in Source) and when it is independent of leaks introduced
by variant x (dubbed Independence).

Security in Source tells us that the countermeasure of
the compiler is effective under attacker /7, and it ensures
that the compiler countermeasure works.

Independence means that a compiler [[]]y against at-
tacker /7, does not introduce new vulnerabilities under the
attacker of /7. Phrased differently, there are no bad interac-
tions happening by the introduction of the compiler coun-
termeasure into program p under the attacker of /7. For
example, the retpoline countermeasure [9] protects against
SPECTRE v by inserting ret instructions into the program.
SPECTRE V5 abuses speculation on ret instructions. Thus, the
question naturally arises if the newly introduced ret instruc-
tions introduced by the countermeasure for SPECTRE v~ can
be abused to create a speculative leakage caused by SPEc-
TRE V5. If the retpoline countermeasure fulfils independence,
then we know that the introduced ret instructions do not
yield new speculative leaks under the SPECTRE V5 attacker.
Definition 1 (Well-formed Translator (WFT)).

We call a compiler [] y a well-formed translator for /9 written
+ [:],WFT p, with respect to two source languages /], and
/2y and their well-formed composition /), iff:

Security in Source + [, : SS
Independence +7x p: S§ = ¥~ [rl, : SS

Equipped with the definition of a WFT, we can define the
main corollary of our work. Namely, we can embed a secure
compiler pass for variant /3, into a stronger attacker model
/Ly, provided that the compiler [], is a WFT for /7, and
the program being speculative safe under the /7, attacker.
Corollary 1 (Lifted Compiler Preservation).

F([],: WFTp A% p:SS = v [p] , : SS

1.3 Easier Independence Proofs

Using our running example of SPECTRE v~ and SPECTRE V5,
we can see that the newly introduced ret instructions by
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the retpoline compiler could yield new speculative leaks
caused by SPECTRE V5 in the combination. That is why we
have the Independence condition in the definition of well-
formedness that we need to prove. However, consider a se-
cure compiler pass [H]{ only inserting fences into the pro-
gram to protect against SPECTRE v5. These fences cannot
interact badly with other speculation mechanisms but we
would still need to prove independence! Thus, we derive
another condition, Syntactic Independence, that captures
these cases when there are trivially no bad interactions and
show how we can derive Independence for free.

As the name suggests, Syntactic Independence can be
checked by syntactic inspection of the compiler [-] and the

target attacker /3 ,. For example, for SPECTRE v5 and [[]]JT
the instructions related to speculation are {ret} and the in-
structions added by the compiler are {fence}.
We are now ready to define Syntactic Independence:

Definition 2 (Syntactic Independence).

A compiler ], is called syntactically independent of a source
language /3, with speculation written v [-], : Sy, iff the
compiler does not insert any instructions during compilation
that are related to speculation in language /3.

Next, we connect syntactic independence to independence
via the following corollary:
Corollary 2.
FID:SIp, = (F7vp:SS = v [p] : SS)

Since syntactic independence is a syntactic property of the
compiler and the attacker, it is simple to check and together
with Corollary 2 we are able to derive independence for free.

1.4 Application to Existing Countermeasures

A preliminary investigation seems to suggest that indepen-
dence or syntactic independence applies to several existing
countermeasures against Spectre attacks (Table 1). These
results still need to be formalized and we plan to investigate
when ST is not enough (the | entries).

Compiler Ler L L Lovs Lovs Lavs Livars Lavows LDovars Ldieows  L1e04a4s
I SI SI SI SI SI SI SI
[ SI SI SI

[ SI SI SI SI SI SI SI
¥ SI SI SI SI SI SI SI
[T s1 X s X X s1 X

Table 1. Lists of Secure compilers and how they attain Independence. SI means by Syntactic Independence, | means by proving

Independence and X means that Independence is not possible. [H]_ is the retpoline compiler [9], [[-]};dx is the countermeasure

described by [4], [H]f: inserts fences into the program and []

SLH
1

implements the SLH countermeasure [3]. Empty cases are

orthogonal attackers, where the definition of well-formed translator is not applicable.
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