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Spectre attacks exploit speculative execution to 
leak confidential information
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1. if idx < A_size
2. y = A[idx]
3. z = B[y]

branch misprediction

Spectre attacks exploit speculative execution to 
leak confidential information
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Spectre

• conditional branch prediction

• indirect jump predictions

• return prediction

• store prediction

• branch type prediction
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1. if idx < A_size
2. y = A[idx]
3. z = B[y]

branch misprediction

Spectre attacks exploit speculative execution to 
leak confidential information
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Spectre Countermeasures
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Automatic Detection of Speculative Execution
Combinations, Fabian et al., CCS ‘22
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How can we lift the security of compilers to
stronger attackers?
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Interaction of Semantics: Trace Shapes

Strengthening Compiler Security Guarantees against 
Spectre Attacks - Xaver Fabian

𝑠𝑡𝑎𝑟𝑡𝑥 ⋅ ҧ𝜏 ⋅ 𝑠𝑡𝑎𝑟𝑡𝑦 ⋅ ഥ𝜏′ ⋅ 𝑟𝑙𝑏𝑦 ⋅ 𝜏′′ ⋅ 𝑟𝑙𝑏𝑥

Shape of Traces for
program p under 𝑥 + 𝑦
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Challenge 1
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Challenge 3

Interaction of Semantics: Trace Shapes
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Security Definition

⊢ ⋅ ∶ 𝑆𝑒𝑐𝑃

⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒 Does not speculative leak more than 
non-speculative execution

Preservation of 𝑆𝑒𝑐𝑢𝑟𝑒
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𝑥

𝑥

⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒 then
𝑁𝑆

⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒
𝑥≔

[1]

[1] Exorcising Spectres with Secure Compilers, 
Patrignani and Guarnieri, CCS '21
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Independence in Extension

⊢ ⋅ ∶ 𝐼 ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒 ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒
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𝑦 𝑦𝑦
then≔

Compiler for x independent for version y
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⊢ ⋅ ∶ 𝐼 ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒 ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒

Compiler does not introduce new leaks
under the extension semantics
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𝑦 𝑦𝑦
then≔

Compiler for x independent for version y
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Safe Nesting
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Compiler Criterion?
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⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒 then ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒𝑥𝑁𝑆⊢ ⋅ ∶ 𝑆𝑒𝑐𝑃𝑥 𝑁𝑆≔
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New Compiler Criterion: Conditional SecP
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⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒

then ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒
𝑥 + 𝑦

𝑁𝑆⊢ ⋅ ∶ 𝐶𝑆𝑒𝑐𝑃
𝑥 𝑁𝑆≔ ⊢ 𝑝 ∶ 𝑆𝑒𝑐𝑢𝑟𝑒𝑦𝑦,
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Lifting Theorem

⊢ ⋅ ∶ 𝐶𝑆𝑒𝑐𝑃
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𝑦𝑥

𝑠𝑡𝑎𝑟𝑡𝑦 ⋅ ҧ𝜏 ⋅ 𝑠𝑡𝑎𝑟𝑡𝑥 ⋅ ഥ𝜏′ ⋅ 𝑟𝑙𝑏𝑥 ⋅ 𝜏′′ ⋅ 𝑟𝑙𝑏𝑦

𝑠𝑡𝑎𝑟𝑡𝑥 ⋅ ҧ𝜏 ⋅ 𝑠𝑡𝑎𝑟𝑡𝑦 ⋅ ഥ𝜏′ ⋅ 𝑟𝑙𝑏𝑦 ⋅ 𝜏′′ ⋅ 𝑟𝑙𝑏𝑥

,then
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Reducing the Proof Burden
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Reducing the Proof Burden

Syntactic Independence Trapped Speculation
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Independence Safe Nesting
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Thank you!
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Spectre Attacks - Xaver Fabian

Paper



38 / 37

Backup Slides
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Compiler Composition ?!
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Applicabiltiy to other Areas
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Question: How to fulfil the side condition in 
CRSSP? 
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Independence Example: Retpoline 

1. jmp rax

call thunk

thunk:
call LIND1

LIND0:
pause
lfence
jmp
LIND1:
mov rsp, rax
ret

⋅ ∸

Strengthening Compiler Security Guarantees against 
Spectre Attacks - Xaver Fabian
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Independence Example: Retpoline 

𝒞𝐽
 ⊢ ⋅ ∸: 𝑅𝑆𝑁𝐼𝑃

1. jmp rax

call thunk

thunk:
call LIND1

LIND0:
pause
lfence
jmp
LIND1:
mov rsp, rax
ret

⋅ ∸
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Independence Example: Retpoline 

𝒞𝐽
 ⊢ ⋅ ∸: Secure

1. jmp rax

call thunk

thunk:
call LIND1

LIND0:
pause
lfence
jmp
LIND1:
mov rsp, rax
ret

⋅ ∸

𝒞𝑅
 ?
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Independence Example: Retpoline 

𝒞𝐽
 ⊢ ⋅ ∸: 𝑆𝑒𝑐𝑢𝑟𝑒

1. jmp rax

call thunk

thunk:
call LIND1
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pause
lfence
jmp
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ret
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𝒞𝑅
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Syntactic Independence

𝒞𝐽
 𝑗𝑚𝑝 ⋅ 𝑓𝑙𝑓𝑒𝑛𝑐𝑒ሩ  

 

Instructions 
related to 
speculation

Instructions 
inserted by 
the compiler

𝒞𝐵 ⊢ ⋅ 𝑓: 𝑆𝐼𝒞𝐽Strengthening Compiler Security Guarantees against 
Spectre Attacks - Xaver Fabian
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Shape of Traces for
program p under 𝑥 + 𝑦

Or

Challenge 1

Challenge 2

Challenge 3
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Safe Nesting
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