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Spectre

• Vulnerability exploiting Speculative 
execution in modern processors

• Uses multiple prediction 
mechanisms

• Mispredictions are rolled back

• Leave footprint in the 
microarchitectural state (e.g., 
cache)

Automatic Detection of Speculative Execution Combinations - 
Xaver Fabian

2/42



Different Versions of Spectre

B

S

R

Automatic Detection of Speculative Execution Combinations - 
Xaver Fabian

3/42



Different Versions of Spectre

B

S

R

SoK: Practical Foundations for Software Spectre Defenses, Cauligi et al., IEEE S&P, 2022

Automatic Detection of Speculative Execution Combinations - 
Xaver Fabian

4/42

B

S

R



Different Versions of Spectre

B

S

R

SoK: Practical Foundations for Software Spectre Defenses, Cauligi et al., IEEE S&P, 2022

Automatic Detection of Speculative Execution Combinations - 
Xaver Fabian

5/42

B

S

R

B + S



Different Versions of Spectre

B

S

R

SoK: Practical Foundations for Software Spectre Defenses, Cauligi et al., IEEE S&P, 2022

Automatic Detection of Speculative Execution Combinations - 
Xaver Fabian

6/42

B

S

R

X + Y



Detecting a Combination
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Well Formed Composition (WFC)

• Confluence

• Recovering the behaviour of the source semantics
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• Secure (          and          ) and WFC (                  ) -> Secure (                   )

• Correctness of the Spectector algorithm

S BSB BS

no leak! Program satisfies SNI
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1. x = 0
2. p = &secret
3. p = &public
4. if x != 0
5. y = A[*p]
6. z = B[y]
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Evaluation : Combinations
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In the paper you will find…

• Source Semantics

• A general framework for combinations

• => Derivable Lemmas from framework

• Created all combinations

• Implementation as extension of Spectector

• Evaluation
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Spectre Examples

1. p = &secret
2. p = &public
3. temp = B[*p]

1. if idx < A_size
2. y = A[idx]
3. z = B[y]
4. end

B
B
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What about this one?

1. x = 0
2. p = &secret
3. p = &public
4. if x != 0
5. y = A[*p]
6. z = B[y]
7. end
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Evaluation

: Secure under the resp. Semantics

: Insecure under the resp. Semantics
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Stronger than sum of its parts

Automatic Detection of Speculative Execution Combinations - 
Xaver Fabian

47


	Slide 1
	Slide 2: Spectre
	Slide 3: Different Versions of Spectre
	Slide 4: Different Versions of Spectre
	Slide 5: Different Versions of Spectre
	Slide 6: Different Versions of Spectre
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Well Formed Composition (WFC)
	Slide 23: Well Formed Composition (WFC)
	Slide 24: Well Formed Composition (WFC)
	Slide 25: Relationship source and Composition
	Slide 26: Relationship source and Composition
	Slide 27: Relationship source and Composition
	Slide 28: Relationship source and Composition
	Slide 29: Relationship source and Composition
	Slide 30: Relationship source and Composition
	Slide 31: Relationship source and Composition
	Slide 32: Relationship source and Composition
	Slide 33: Relationship source and Composition
	Slide 34: Relationship source and Composition
	Slide 35: Relationship source and Composition
	Slide 36: Relationship source and Composition
	Slide 37: Relationship source and Composition
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42: In the paper you will find…
	Slide 43: Spectre Examples
	Slide 44: What about this one?
	Slide 45: Evaluation
	Slide 46: Evaluation
	Slide 47: Stronger than sum of its parts

